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Internet Usage & Access Policy
Background (back)
The Internet is a worldwide network of computers that contains millions of pages of information. Users are cautioned that many of these pages include offensive, sexually explicit and inappropriate material. In general, it is difficult to avoid at least some contact with this material while using the Internet. Even innocuous search requests may lead to sites with highly offensive content. Additionally, having an e-mail address on the Internet may lead to receipt of unsolicited e-mail containing offensive content. Users accessing the Internet do so at their own risk and the school is not responsible for material viewed or downloaded from the Internet. To minimise these risks, your use of the Internet at St Mary’s C.B.S. Secondary School is governed by this policy.

The computer network and all individual computers are the property of St Mary’s C.B.S. Secondary School (“the school”) and are to be used for legimate school business purposes . Employees (“users”) are provided with access to the computer to assist them in the performance of their jobs . All users have a responsibility to use the school’s computer resources and the Internet in a professional, lawful and ethical manner. Use of the school Internet and e-mail facilities by staff is for professional development purposes only.

Rationale

This policy has been designed to protect the staff, students, parents and the school. The Board of Managment of St Mary’s C.B.S. Secondary School has a responsibility to support and educate users of the schools computer system in the use of the Internet to ensure that users do not unwittingly get themselves and the school into an activity that may result in either a criminal action or a legal claim being taken.

The policy explains what the school expets in terms of e-mail and Internet usage. 

The policy states some general rules do’s and don’ts and then identifies particular guidelines for students and parents. Specific areas that must be avoided  by all users are then identified under a set of General Guidelines.
General Do’s and Don’ts 

1. Keep all your passwords secure. You are responsible for all uses, including illicit use of e-mail and Internet under your password .

2. The school’s e-mail system is primarily for business use.

3. All e-mail is stored and the school may inspect e-mail at any time without notice, where reasonable concern has arisen. 

4. Ask yourself before sending an e-mail, How would you feel if your message was read out in court? E-mail messages may have to read out even in litigation. An e-mail should be regarded as a written formal letter, the recipients of which may be much wider than the sender intends.  Even when a message is erased it is still possible to retrieve and read that message .

5. Do not impersonate any other person when using e-mail or amend messages received.

6. Do not import any non-text file, including files received as e-mail attachments, onto the system without  first checking them for viruses using the approved software. If you send an e-mail with an attachment, you must include the following statement in your message: “we cannot accept liability for any loss or damage sustained as a result of software viruses. It is your responsibilty to carry out such virus checking as is necessary before opening any attachment”.

7. Not withstanding the school’s right to retrieve and read any electronic mail messages, such messages should be treated as confidential by other employees and accessed only by the intended recipient. Employees are not authorized to retrieve or read any e-mail messages that are not addressed to them.

8. Do not deliberately visit, view or download any material from any website containing sexual or illegal material which is offensive in any way whatsoever.

9. If you receive any offensive, unpleasant, harassing or intimidating messages or material via the e-mail at school, print the message and keep a hard copy and inform the Principal and the IT coordinator without delay.

10. To prevent computer viruses from infecting the school’s system do not download any software onto the school’s system. This includes software and shareware available free on the Internet. Such material may be downloaded only through the IT coordinator.

11. Use of public messaging systems on the Internet should be made only with the written permission of the Principal. Public messaging systems include user groups, special interest forums and bulletin boards.

12. St. Mary’s C.B.S. Secondary School’s web page, when in place, should not be interfered with or changed in any way without prior authorization from the Principal/I.T. Coordinator.

13. Do not allow Internet or e-mail use to interfering with work responsibilities. This includes interfering with the classroom time of other staff members or pupils and spending unreasonable and unwarranted time on the Internet or e-mail activities. If in doubt consult the Principal.

Student Access

Students may access the Internet / e-mail facilities only under the supervision of a member of the school staff. Any such student access may be for educational purposes only.

Parents Access

Parents may access the Internet / e-mail facilities only under the supervision of a member of the school staff or with the permission of the school principal. Any such access may be for educational purposes only.

General Guidlines
The schools Internet / e-mail facilities shall not be used for any of the following purposes in any circumstances:

· Sending messages which contain offensive material.

· Downloading, copying or transmitting the work of others without their permission as this may infringe copyright.

· Entering into a contract on the Internet or by e-mail without permission, in advance, from the principal.

· Sending or circulating, internally or externally, any information which is defamatory i.e. adversly affects a person’s or the school’s reputation.

· Accessing or transmitting any material of a sexual nature.

· Sending documents of a confidential nature.

Appendix 1

Pupil Guidelines for Internet Use

Pupil Guidelines For Internet Use

· Pupils are responsible for good behaviour on the Internet just as they are in a classroom or on a school corridor.General safety rules apply.

· Access is a privilege, not a right and that access requires responsibility.

· Do not use bad language and do not send messages that could be offensive to another person.

· You must get the teachers permission to download or print any text, images or other data from the Internet. Never download software.

· Never give out personal details such as your telephone number or your home address.

· Never give out the personal details of any student or staff member in the school.

· If you receive a message that makes you feel uncomfortable, it must be reported to the teacher. Never respond to such a message.

· Do not make arrangements for an unsupervised meeting with another person on-line without the permission of your teacher/parent.

· Pupils will use approved class e-mail accounts only under the supervision of a staff member.

· Pupils are not permitted to enter chat rooms on the school computer system.

· Be familiar with these rules and know how to use the Internet before going on-line. If you have any questions about these rules, please ask your teacher.
· Pupils are not permitted to upload school related material without permission from the Principal.

Sanctions

· If any of the above rules are broken, it may result in a temporary or permanent ban on Internet and/ or computer use.

· Additional disciplinary action may be taken in line with existing approved school practice on inappropriate language or behaviour.

· In extreme cases misuse of the Internet  may result in suspension or expulsion.

Remember that teachers have access to all files and disks used on school computers including e-mail messages sent and recieved by pupils.  Computers also record details of what pupils have viewed on the net  

Appendix 2

Internet Permission Form

Internet Permission Form 

Please complete and return to the Principal.

Name of pupil:  ___________________________________

Class:

  ___________________________________

Pupil

I agree to comply with the school rules on the use of the Internet.  I will use the network in a responsible way and observe all the restrictions explained to me by the school

Pupil signature: ___________________________________

Date:

   ___________________________________

Parent 

As the Parent/Guardian of the above named pupil, I have read the Acceptable Use Policy and grant permission for my son to access the Internet.  I understand that Internet access is designed for educational purposes.  I alsounderstand that the school cannot be held responsible if pupils accidentally or deliberately access unsuitable wesites, but that every reasonable precaution has been taken by the school to provide for online safety.

Parent/Guardian signature: ___________________________________

Date:

   
        ___________________________________
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